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ABSTRACT

As the level of sophistication of cyber attacks continues to rise, the responsibility of
effectively identifying intrusions is becoming an increasingly challenging task. In the event
that the security services are unable to prevent invasions, it is possible that the availability,
integrity, and confidentiality of the data may be compromised. Regarding the protection of
computers, there are a number of different intrusion detection systems available. “Signature-
based intrusion detection systems (SIDS)” and “anomaly-based intrusion detection systems
(AIDS)” are the two basic types of “intrusion detection systems”. An investigation of
regularly used datasets for evaluation purposes is included in this survey research.
Additionally, a categorization system of modern “Intrusion Detection Systems (IDS)” is
included, as well as a quick overview of relevant recent works. Furthermore, it elucidates the
ways that attackers use to apply evasion strategies in order to remain undiscovered, and it
examines the problems that lie ahead in finding and implementing effective solutions to these

concerns, all with the goal of improving the security of computer systems.
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INTRODUCTION

An important obstacle that must be overcome in order for “intrusion detection systems
(IDS)” to improve is the ever-changing nature of malicious software. As a result of malware
developers employing a variety of techniques to conceal information and evade detection by
an Intrusion Detection System (IDS), the identification of “unknown and obfuscated
malware” has become a serious difficulty. Numerous security issues, including zero-day
attacks that are directed at internet users, have been growing in frequency. The incorporation
of information technology into our day-to-day activities has resulted in the heightened
significance of computer security. The “United States of America and Australia” are two of
the nations that have been heavily impacted by zero-day attacks. According to the “Symantec
Internet Security Threat Report for 2017, it was discovered that there were over “three billion
zero-day attacks that were reported in 2016”. This represents a significant increase in both the
number and severity of these assaults in comparison to the prior years (Symantec, 2017).
According to the 2017 Data Breach Statistics (Breach LevelL Index, 2017), hackers have
been responsible for the loss or theft of about nine billion data records since the year 2013.
Instances of security breaches are increasing, according to the findings of a research
conducted by Symantec. Symantec revealed in 2017 that in the past, fraudsters targeted those
who had bank accounts or credit cards as their primary target audiences. According to
Symantec (2017), new malware is growing more brazen by directly targeting banks in an
effort to steal big quantities of money all at once. Because of this, the detection of zero-day
attacks has emerged as a top priority in recent years. Instances of famous cybercrime that
exemplify the quick worldwide spread of cyber threats reveal that even a little breach can
impair a company’s key services or facilities. This disruption can occur even if the breach is
very minor. Cybercriminals are always looking for new targets, ways to illegally profit from
their operations, and data to steal. They are constantly hunting for new targets. Malware is
software that is constructed with the intention of causing damage to computer systems and
exploiting vulnerabilities in “intrusion detection systems”. An important research that was
conducted in 2017 by the “Australian Cyber Security Centre (ACSC)” focused on the level of
complexity of attackers. A “intrusion detection system (IDS)” that is both effective and
efficient is required in order to identify new and complex forms of malware. With the
exception of a conventional firewall, an “intrusion detection system (IDS)” has the potential

to detect several forms of malware at an earlier stage. In tandem with the rising prevalence of



computer viruses, there has been a corresponding growth in the demand for enhanced

“intrusion detection systems (IDSs)”.

There is an immediate need for a comprehensive taxonomy and assessment of the
present machine learning applications that have been used in intrusion detection throughout
the course of the last several decades. Despite the fact that a number of studies have
demonstrated that “Intrusion Detection Systems (IDSs)”” have been developed by making use
of the “KDD-Cup 99 or DARPA 1999 dataset,” the efficiency of data mining techniques in
comparison is yet unknown. Not only is the amount of time required to construct the intrusion
detection system (IDS) an essential factor in determining the efficacy of online IDSs, but it is
frequently disregarded when evaluating certain IDS strategies. A contemporary
categorization is presented in this study, which also investigates the main research that has
been conducted on “Intrusion Detection Systems (IDSs)” up to this point and makes use of
this information to categorise the suggested systems. A detailed and well-organized analysis
of modern “intrusion detection systems” is presented in this article. The purpose of this paper
is to assist researchers in gaining a better understanding of the principles of anomaly
detection. A description of the data-mining methods that are utilised in the process of
“intrusion detection system design” is also included in this study investigation. We describe
the ways that are based on signatures as well as those that are based on abnormalities (such
“SIDS and AIDS”), as well as the many strategies that are utilised by each of these kinds of
procedures. In this section, we will discuss a number of different approaches to AIDS and the
methods that are utilised to evaluate them. After that, we will offer some recommendations
for the most appropriate methods according on the type of invasion. The essay also examines
the difficulties that are encountered by the “Intrusion Detection Systems (IDSs)” that are now
in use. As opposed to earlier survey publications (Patel et al., 2013; Liao et al., 2013a), this
study offers a comprehensive analysis of IDS dataset concerns that are significant to the
research community in the field of “network intrusion detection systems (NIDS)”. IDS stand
for “intrusion detection system”. “Intrusion Detection Systems (IDSs)” have not been
thoroughly studied in previous research. This holds true in terms of the datasets, difficulties,
and research methodologies that have been utilised. A comprehensive and up-to-date analysis
of “intrusion detection systems” is presented in this article. Topics covered include datasets
and methodology, among others. In addition, we discuss the difficulties that are associated
with these systems and provide some potential solutions. IN previous years, many “intrusion

detection studies” have been published. This research, along with those that came before it,



investigated the same “Intrusion Detection System (IDS) methodology and datasets”, as
shown in Table 1. Both Axelsson’s taxonomy and survey on “intrusion detection systems
(2000) categorise intrusion detection systems (IDSs)” according to the detection methods that
they use. The research conducted by Debar and colleagues in the year 2000 focuses on the
behaviour and expertise profiles that are associated with assaults. According to Liao et al.
(2013a), “intrusion systems can be classified into five subclasses: statistics-based, pattern-
based, rule-based, state-based, and heuristic-based”. An in-depth analysis was performed on
each subclass. The aspects of “taxonomy, datasets, anomaly detection, and signature

detection technique” are the primary areas of concentration for our research.
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Review studies that have been conducted up till now have mostly concentrated on
“intrusion detection technologies, datasets, different forms of computer attacks, and evasion
approaches”. Despite the prevalence of “intrusion detection systems, dataset problems,
evasion methods, and numerous forms of assaults”, there has been no systematic research that
has adequately evaluated these topics. Due to the continuous growth of “intrusion-detection
systems”’, which justifies the need for diverse systems, it is also vital to have a system that is
completely up to date. The purpose of this research is to present an updated taxonomy of the
“intrusion-detection field” that improves upon the taxonomies that were previously developed
by “Liao et al. (2013a)” and Ahmed et al. (2016) within the context of previous research. In
respect to the discussion that was presented in the surveys that came before, this article

focuses on the following:



» Classifying various kinds of IDS with the key categories of assaults based on
intrusion tactics.

» Discussing the significance of feature selection and presenting a categorization of
network anomaly IDS assessment metrics.

» An analysis of the current IDS datasets addressing the difficulties of evasion methods.

INTRUSION DETECTION SYSTEMS

The term “intrusion” refers to any action that is carried out without authorization and
that compromises an information system. Any attack that has the potential to compromise the
availability, confidentiality, or integrity of information is referred to as an intrusion. It is
considered an intrusion when actions are taken that render computer services unavailable to
users who are authorized to use them. According to “Liao et al. (2013)”, the purpose of
“intrusion detection systems (IDS)” is to maintain the security of computer systems by
assisting in the identification and prevention of malicious activities. In situations where a
conventional firewall is unable to recognize potentially harmful network activity or computer
behaviour, an “intrusion detection system (IDS)” steps in to provide assistance during these
situations. It is of the utmost importance to make certain that computer systems are
adequately protected against any potential dangers that could compromise their “availability,
integrity, or confidentiality”. There are two primary categories of “intrusion detection
systems”, which are known as “Signature-based Intrusion Detection Systems (SIDS) and

Anomaly-based Intrusion Detection Systems (AIDS)”.
SIGNATURE-BASED INTRUSION DETECTION SYSTEMS (SIDS)

Additionally referred to as “knowledge-based detection and abuse detection systems,

signature intrusion detection systems (SIDS) are also known by their acronym”.
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According to Khraisat et al. (2018), for the purpose of identifying known attacks, they
use pattern matching. A prior intrusion can be identified by SIDS with the use of matching
algorithms. An alarm will be generated in the event that an intrusion signature is found to be
identical to a previous entry in the database. “Intrusion detection systems”, often known as
IDS, examine host logs in search of potentially hazardous patterns of activities or instructions
that have been discovered in the past. When it comes to ‘“signature intrusion detection
systems (SIDS)”, some studies refer to it as “Knowledge-Based Detection”, while others
consider it to be “Misuse Detection” (Modi et al., 2013). An illustration of the theoretical
operation of SIDS approaches may be seen in Figure 1. The creation of an accumulation of
intrusion signatures, the comparison of the activities that are now being performed with that
list, and the transmission of an alert in the event that a match is discovered are the key
concepts. Take a look at the following directive: Utilizing a “if: antecedent -then:
consequent” rule, classify an event as an attack if the “source of IP address” is identical to the
“destination of IP address”. In their 2004 study, Kreibich and Crowcroft found that SIDS
frequently provides a high level of detection accuracy for known breaks in security. It is
difficult for SIDS to identify zero-day attacks before the “signature of the new attack” is
separated and saved. This is because the database does not include a signature that
corresponds to the particular assault. A number of commonly utilized tools that make
advantage of SIDS include Snort, which was developed by Roesch in 1999, and NetSTAT,

which was established by Vigna and Kemmerer in 1999. These are just two examples.

Typical approaches for “intrusion detection and prevention systems (IDS)” involve
comparing incoming network packets with a database of signatures. By utilizing these
methods, it is not possible to identify assaults that are persistent and include a “large number
of packets”. When dealing with complex malware, it may be essential to ensure that signature
data is obtained from a large number of packets. As a result, the “intrusion detection system
(IDS)” has to remember information from previous packets. State machines, formal language
string patterns, and semantic restrictions are some of the methodological approaches that
have been proposed for the development of “SIDS signatures”. These are the ways that have
been recommended the most often. SIDS approaches are becoming less effective as the
frequency of zero-day attacks continues to rise (Symantec, 2017). This is because there is no
previous signature for these attacks, which makes it difficult to detect them. When dealing
with an increasing number of targeted assaults and polymorphic malware versions, this old

technique may be much less effective than it already was. Putting into action the AIDS



methods that are described in the next part could be able to provide a solution to this problem.
The operation of these methods is accomplished by studying and finding suitable conduct

rather than concentrating on activities that are not typical.

ANOMALY-BASED INTRUSION DETECTION SYSTEM (AIDS)
The potential of AIDS to provide a solution to the problem of sudden infant death

syndrome is a source of fascination for researchers all over the world. The development of a
typical computer system behavior model in AIDS is accomplished through the application of
techniques that are based on machine learning, statistics, or expertise. An anomaly, also
known as an incursion, is a behavior that significantly deviates from what is expected in
relation to the model. The operation of these strategies is predicated on the assumption that
dangerous actions are distinct from the actions done by regular users. Intrusions are
behaviours that are exhibited by abnormal users and are marked by a deviation from the
norm. Training and infection testing are the two stages that make up the development of
AIDS. A model of typical behaviour is developed through the utilization of a typical traffic
profile during the training process. Then, during “testing phase, a fresh data set is utilized” to
demonstrate how well system can adjust to new and different types of intrusions. The
classification of AIDS can be accomplished through a variety of approaches, depending on
the training strategy that is utilized (Butun et al., 2014). These approaches include
“knowledge-based, statistical, and machine learning-based knowledge-based techniques”.
According to Alazab et al. (2012), AIDS is able to recognize suspicious user activity without
relying on a signature database, which enables it to detect zero-day attacks. The presence of
AIDS is indicated by the activation of an alert that is triggered whenever abnormal behaviour
is noted. AIDS offers a number of advantages, which serves as an additional incentive. The
first thing they are able to do is identify any malicious activities that are taking place within
the company. In the event that a hacker begins to conduct transactions in a compromised
account that are not typical of the user’s behaviour, an alarm will be triggered. In the second
place, the one-of-a-kind profiles of the system make it extremely difficult for thieves to
comprehend typical user behaviour without triggering an alarm. The use of Table 2 is one
method that can be utilized to differentiate between “signature-based detection and anomaly-
based detection procedures”. AIDS is able to identify new and unknown attacks, whereas
SIDS can only identify breaches that are already known to it. A significant number of false
positives may be produced as a consequence of AIDS due to the fact that anomalies may

simply indicate new behaviors that are typical rather than actual invasions.



Particular Advantages Disadvantages

> Since AIDS is unable to decipher encrypted
packets, the assault may remain unnoticed and pose a
) danger.
» Might be able to spot more recent assaults. .
> A large number of false positives.
AIDS » May find application in developing .
> A extremely dynamic computer system makes

intrusion signature. o
it difficult to construct a regular profile.

> Notified parties without classification.
> Requires first instruction.
> Regularly requires a fresh signature for
Detection updates.
Methods > SIDS can identify attacks based on their
> Promptly detects intrusions with recognised signatures. When an existing incursion has
minimal “false alarms (FA)”. been slightly modified into a new variety, the system
> Finds the intruders quickly. might not be able to detect this new variation of the
SIS > Much better in spotting the same assault.
recognized assaults. > Missing the zero-day assault.
> Design Simplicity. > It is not designed to identify assaults that
involve several steps.
> Familiarity with the assaults’ insights is
lacking.

METHODS FOR INTRODUCING AIDS

An overview of novel AIDS detection techniques that aim to improve detection
accuracy and minimise the number of false alarms is provided in this section. AIDS
techniques may be broken down into three primary categories: those that are based on
statistics, those that are based on knowledge, and those that are based on machine learning.
The process of developing a statistical model that is representative of common user activity
involves gathering and evaluating all of the data entries included within a set of objects using
a methodology that is driven by statistics. “In contrast to knowledge-based approaches, which
try to infer desired actions from existing system data such as protocol specifications and
network traffic patterns, machine-learning methods make use of training data to generate
complicated pattern-matching capabilities”. Figure 2 depicts the three primary categories,

along with some instances of the subcategories that correspond to each of those broad groups.




Univariate

Statistical based Multivariate

Time series model

Finite State Machine

AIDS Knowledge based

Description languages

Expert systems

Decision trees
Naive Bayes networks

Machine learning Genetic algorithms (GA)

Artificial Neural Network
(ANN)

Fuzzy logic

Support vector machines
Hidden Markov Model

K-Nearest Neighbors

INTRUSION DETECTION SYSTEM: SUPERVISED LEARNING

Here, many IDS supervised learning approaches are discussed in further detail. In
addition to providing references to relevant academic material, this document provides in-
depth descriptions of each technique. “Intrusion detection systems” that are based on
supervised learning have the ability to identify intrusions by utilizing labelled training data.
There are often two primary steps that make up a supervised learning process. These stages
include teaching and evaluation. After the appropriate characteristics and classes have been
discovered via the training phase, the system will acquire knowledge from data samples for
further processing. The records that are included in supervised learning “Intrusion detection
systems” are made up of pairs. One record identifies the data source, which might be a
network or a host, while the other record provides the label, which is the output value, and
indicates whether the data is normal or an intrusion. Feature selection is a method that may be
utilized to get rid of features that are not essential. By applying certain features and a
supervised learning approach with training data, a classifier is taught to recognize the link
between input data and labeled output values. This is accomplished through the utilization of
training data. There are many different supervised learning systems that have been
investigated in the literature, and each of these systems has its own set of benefits and
drawbacks. In the testing phase, the learnt model is utilized to classify unknown input into

two distinct groups: the normal group and the intrusion group. Using a collection of feature
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values, the classifier is transformed into a model that can make predictions about the type of
data that is being received. The representation shown in Figure 3 illustrates a typical method

for making use of categorization methods.

Attribute set Class Label
(%) (y)
Input Classification Model Output

Some of the classification methods that may be utilized include [’decision trees,
neural networks, naive Bayes, support vector machines, rule-based systems, and nearest-
neighbor”. These are just some of the many methodologies that are available. For the purpose
of constructing a classification model, each approach makes use of a different learning
process. In order to be considered a successful classification algorithm, it must be able to
handle the training data properly and accurately categorize records that are unknown. The
fundamental objective of the learning algorithm is to facilitate the development of

classification models that demonstrate a dependable capacity for generalization.
INTRUSION DETECTION SYSTEM: UNSUPERVISED LEARNING

An approach for machine learning known as unsupervised learning has as its goal the
extraction of important insights from input datasets that do not include any class labels. The
data points that are entered are frequently seen as a collection of factors that are entirely
random. In the following step, the dataset is transformed into a joint density model. On the
other hand, supervised learning makes use of output labels in order to teach the system to
produce the necessary outputs for new data points. This is in contrast to unsupervised
learning, which automatically organizes data into classes as it learns. Training the model with
data that has not been labeled is an example of unsupervised learning, which is used in the
context of the creation of “Intrusion detection systems”. When compared to uncommon
occurrences, the results of typical events need to manifest as substantial clusters. Therefore,
any occurrences that form little clusters after the data has been sorted are deemed to be

intrusions (Fig. 4 to be more specific). In addition, because of the characteristics that
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distinguish them from one another, there is no correlation between aggressive incursions and

benign happenings.

Intrusion cluster
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A substantial amount of research has been carried out on “cyber-physical control
systems (CPCS)” that make use of unsupervised learning for the purpose of identifying
threats and implementing reactive mitigation strategies. As an illustration, Alcara (Alcaraz,
2018) was the one who suggested a resilience strategy that was built on redundancy.
Additionally, he suggested the implementation of a separate network sublayer for the purpose
of handling context. This sublayer would make use of “data mining techniques such as k-
means and k-nearest” neighbour in order to discern between different points of view. It would
be the responsibility of this sublayer to routinely gather consensus data from the driver nodes
that are under the supervision of the main network. The utilization of the Hybrid-Augmented
device fingerprinting that was developed by Chao Shen and colleagues can be beneficial to
the networks that are used for industrial control systems. Network packets were analyzed
using a variety of machine learning techniques in order to identify aberrant activity and

localize “intrusions in industrial control systems (ICS) networks”.
ASSESSMENT CRITERIA FOR INTRUSION DETECTION SYSTEMS

Classification metrics for “Intrusion detection systems” abound, with certain measures
going by more than one name. The following are some of the most common metrics used to

assess IDS:

“True Positive Rate (TPR)”: The ratio is calculated by dividing the total number of assaults

by the number of attacks that were correctly predicted. An intrusion detection system having
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a True Positive Rate of 1 while detecting all intrusions is uncommon. TPR can also be
referred to as Detection Rate (DR) and Sensitivity. The true positive rate (TPR) can be

represented by a mathematical equation

TPR = —&
TP+FN

“False Positive Rate (FPR)”: The ratio of misclassified lawful cases as attacks to the total

number of genuine instances is utilised for its determination.

FP
FP+TN

FPR =

“False Negative Rate (FNR)”’: When a detector doesn’t pick up on an abnormality and instead

labels it as normal, it’s called a false negative. A mathematical expression for the FNR is:

FN
FN+TP

FNR =

“Classification rate (CR) or Accuracy”: The ability of the IDS to differentiate between
common and uncommon traffic patterns is measured by the CR. It is defined as the accuracy

rate, which represents the fraction of correct predictions among all cases:

TP+TN

Accuracy = ———
Y T TPTN+FP+FN

CHALLENGES OF IDS FOR ICSS

There are two basic components that make up an Industrial management System
“(ICS): the Supervisory Control and Data Acquisition (SCADA) hardware”, which is
accountable for the collection of sensor data and the management of mechanical equipment,
and the software interface, which enables human operators to oversee the machinery. The
“Intrusion detection systems (IDS)” have a significant challenge when it comes to detecting
“cyber assaults on industrial control systems (ICSs)” because of the distinctive designs of
these systems. It is important to note that the “Stuxnet attack™ was the first “cyber-warfare
weapon”, making it stand out among the subsequent attacks on “Industrial Control Systems
(ICS)”. According to Nourian and Madnick (2018), the intention of the cyber attack known as
Stuxnet was distinct from that of previous cyber attacks since it was most likely intended to
impede Iran’s nuclear programme. There are a number of different actors that might possibly
launch attacks on “industrial control systems (ICSs)”. These actors include nation-states,

competitive businesses, internal criminals, and hacktivists. The “economy, national security,
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and public health and safety” might all be adversely impacted if the “Industrial Control
System (ICS)” were to be hacked. There have been “power outages, explosions, and chemical
spills” that have resulted from compromised industrial control systems. If you want your
business to be dependable, safe, and adaptable, secure ICSs are absolutely necessary. When it
comes to protecting “industrial control systems (ICSs)” against assaults, it is very necessary
to have “intrusion detection systems (IDS)” that are particularly developed for them. These
systems should take into consideration the distinctive design of ICSs, as well as their real-

time operation and the ever-changing environment.
DISCUSSION & CONCLUSION

It is becoming increasingly common for cybercriminals to target computer users by
employing social engineering techniques and advanced technology tools. An ever-increasing
number of cybercriminals also possess a high level of education and financial resources. It
has been established that cybercriminals are capable of utilising sophisticated infrastructure,
concealing their communication, and putting themselves in a distance from unlawful
revenues. In order to ensure the safety of computer systems, it is necessary to implement
“sophisticated Intrusion detection systems” that are able to “identify contemporary malware”.
It is vital to have a comprehensive understanding of the benefits and drawbacks of the current
research being conducted on “Intrusion Detection Systems (IDS)” in order to construct and
develop IDS systems that are successful. This article provides a complete analysis of the
several approaches, categories, and technologies that are utilised in “Intrusion detection
systems”, including an analysis of the benefits and drawbacks associated with each of these
techniques and technologies individually. In this article, various different machine learning
approaches that have been proposed for spotting zero-day threats are investigated. These
systems, on the other hand, can produce a number of false alarms or inaccurate detections,
and they might have difficulty keeping up with the most recent information on developing
threats. For the purpose of addressing challenges that are associated with IDS, we
investigated previous research and investigated modern approaches to improve AIDS
performance. For the purpose of “Intrusion Detection System (IDS) research”, this article has
conducted an analysis of the public datasets that are employed the most frequently. This
analysis includes the data collecting methods, assessment outcomes, and limits of these
datasets. The ongoing development of typical operations, which may become ineffective over
time, necessitates the need for datasets that are both up to date and thorough, and that include

a wide range of malware behaviours. The current machine learning algorithms are dependent
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on training and analysing data from earlier datasets such as “DARPA/KDD99”, which do not
cover modern “malware activities”. As a result, a new malware dataset is necessary because
these approaches only use data from older datasets. In order to conduct testing, only datasets
from 1999 that are accessible to the public are used. This is because there are no alternative
possibilities that are considered appropriate. Even though these datasets were originally
thought to be benchmarks, they do not reflect zero-day attacks that are occurring in the
modern day. Despite the fact that it includes a number of new assaults, the ADFA dataset is
insufficient. In light of this, it is possible that doing AIDS testing using these datasets may
not result in an appropriate review, which may lead to inaccurate statements regarding the
efficacy of the medications. In addition to this, the study analyses four typical escape
strategies to establish how successful they are against the most recent “Intrusion Detection
Systems (IDSs)”. It is essential for an effective “intrusion detection system (IDS)” to have a
wide attack detection range and the ability to reliably identify invasions that make use of
evasion strategies. One of the most significant challenges associated with this topic is the
development of “intrusion detection systems (IDSs)” that are capable of successfully

countering evasion strategies.
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